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Abstract

Usage-Based Insurance (UBI) is an emerging trend in the insurance industry where insurance
premiums packages of vehicles are calculated by the driving behaviour of its drivers to be more
personalised by employing the use of IoT technologies. However, traditional IoT systems do
not give users full capabilities to authorise and/or deauthorise the collection of user data at any
point in time. This creates a problem of the absence of user autonomy in loT systems. This is
problematic because law enforcing documents such as the General Data Protection Regulation
(GDPR) and other documents by Engineering Institutions such as the ARM Al Manifesto states
that user autonomy and user data rights must be considered when developing such systems, and
if we do not start now, valuable technologies such as these will not be adopted in certain parts
of the world. The project seeks to tackle this problem by testing the feasibility of a design-by-
privacy approach in an loT-controlled Insurance, as well as study the effects such a system will
have on the systems that are highly dependent on data. In this study, a stripped-down version
of the entire [oT-Controlled Insurance was created with privacy-by-design, and the results were
captured and analysed. The results prove that it is feasible, and more studies must be done to

enhance the efficiency of the system when data is interrupted by the user.
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Chapter 1: Introduction

1.1 Background

Internet of Things (IoT) is a term used to describe the interconnectivity of smart
objects(things) that collect data, process the data, communicate with each other, and actuate
other objects in the environment. The integration of the Internet of Things into various sectors
is improving lives daily. An example of such an industry is the insurance sector. Intelligent
Transportation Systems (ITS), Usage-Based Insurance(UBI) etc. are a few examples of new
trends in the car insurance business[1]. UBI calculates insurance premiums based on sensor
data collected from OBD systems and is used for a more personalised policy. Its main benefits
are reduced car accidents, lower premiums, and better risk calculation, better cost savings for

companies and a lot more.[2]

1.2 Problem Statement

The major problem with the UBI and other IoT controlled insurance systems is the user
privacy concerns[2], [3]. Most IoT systems that involve humans lack robust user privacy
features that can ensure users' safety and privacy. Even though IoT is based on constrained
networks and systems, it is fundamentally still information Technology(IT). All the risks and
attack scenarios in the past concerning I'T must be reconsidered in these systems[4]. The main
challenge is the privacy aspect because [oT does not present the same interfaces or protocols to
the typical I'T systems. Users cannot precisely tell what data is being taken from them and have

little or no say in it after the systems have been deployed.



1.3 Motivation

Ethical issues about the IoT controlled environment might prevent the adoption of this
technology in many countries. Users might also not patronise such systems if robust privacy
profiles are not created for them because they would not want the general public, government
agencies or insurance companies having their location and other personal data[2].

With the emergence of digital laws and ethical regulations such as the GDPR, which is
the core of Europe's digital privacy legislation, such rights and other ethical considerations must
be factored in when developing IoT systems. When we consider section 3 of the GDPR that
talks about human Rights to Rectification and Erasure[5], most or all [oT systems do not have
robust features to exercise such rights to their full capabilities, and this is significant. This
research also is motivated by the Arm Al manifesto that provides guidelines for working with
Al and user data and provides frameworks for engineers to use and take responsibility for user
privacy and Al ethical issues[6]. Suppose [oT system designers don't begin to include such
features. In that case, there is the risk of [oT systems not being adopted in most parts of the

world as other governments are also coming up with similar Digital Rules.

1.4 Aims and Objectives

This research aims to find out how we can implement privacy by design in an IoT-
controlled insurance system and find out the effects that privacy by design will have on such a
system. This will be done by borrowing the website design concept that allows users to get
access to certain features of websites even if they did not accept cookies and the users' data is
not stored. This research will also find efficient machine learning algorithms that can be used

on sensor data from the vehicle that does not directly relate to the user or can be used against



the user. This will be done by focusing on non-driver dependent data so as to provide users with
different privacy and control options that would not be affected by the core data used in this
research.
The research will be focused on these objectives;
e To find out how we can implement privacy-by-design in an loT controlled insurance
system

e To find out the effects that privacy by design will have on such a system

The objectives will be addressed by the following questions in the research;
1. What are the mechanisms for implementing privacy by design in an loT-controlled
insurance system?
2. What is the effect of implementing privacy-by-design on the accuracy of classifying a

user as risky or not risky?



Chapter 2: Literature Review

Research in the field of IoT controlled Insurance has been conducted over the years. It
has mainly taken different forms, ranging from Usage-Based Insurance, Intelligent
Transportation System, Driver Behaviour Recognition etc. [2], [7]. One interesting aspect is
that, aside from proving concepts and theories, no user privacy model has been implemented

yet.

2.1 Existing Literature

Advancement in UBI has provided different theories on how to mitigate the privacy
issues concerned with the general model that collects data, transfers it to a service provider,
which then calculates the driving score and sends it to the insurance companies. The general
solution tried to mitigate the issues about privacy by allowing the service provider to handle all
the data and only send statistics and a score to the insurance company. The general model has
lots of benefits; it improves driving behaviour over time, allows the company to save money
due to better risk calculation, etc. [2]. That is a good step, but now the GDPR, Ghana Data
Protection Act(DPA) and others that are being developed by countries state that it is not enough
and makes us responsible for the user's data protection rights. Users cannot control their data
flow; they sometimes do not have access to their own data and cannot access their rights to be

forgotten|[5].



The diagram below shows the general model. Solutions have been proposed to the
problem of the general model but have not been implemented yet. [2], [8] Researchers have
proposed that the data be processed locally in the vehicle and aggregate data sent to the insurer

for premium calculation.[8]proposed a privacy-enhancing architecture called PEAR's which

- — -
driver | = g% , insurer
O driving style driving score Q
—-""‘——-—-_—_.—-—-'"'--—
discount feedback

— -

@ M
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service provider

driving data

Figure 2. 1 : Privacy-enhanced architecture

highlights the importance of design architecture in developing privacy by design solutions.

In terms of classifying the data gotten from the sensors, [7] in one research, car sensor
data was collected to find which data best explained the driver behaviour based on the car's
performance. Over 50 sensor data was collected and tested with various algorithms.

Popular machine learning models were tested with the data. From the testing done, the top 3
were Random Forests, Decision Tree and Gradient Boosting with over 95%, with Random
Forests being the highest reaching 97.5%, while the others performed poorly on the kind of
vehicular data provided. The top 10 sensor data were chosen based on high correlation. More

tests were done, and the top 3 sensor data that was representative of the drivers' performance



and was difficult to manipulate by car owners were identified [7]. The research did not consider
user involvement and how the algorithm would act if users decided to stop the flow of data for

some time or chose to hold on to some sensor data.

2.2 Focus of Study

In this research, the main aim is to protect the users' data. From the literature review and
much research, if this research implements a way to allow users control over the data, there
would be a great tradeoff between privacy and efficiency, hence affecting the program's
usefulness if users do not allow data to be sent. At the core, if a model is created such that
specific data needs to be collected and the user chooses not to allow the flow of such data, then
the system would not function. In that regard, this research solves this issue by borrowing the
logic from websites that use cookies such that; "If a user chooses to use the system and give out
all data necessary, then the program works. However, if the user does not choose to give out
sensitive data, then the program should still work based on general data that does not relate to
the user directly or cannot be used to deduce the users' personal data." Hence the program would
not compromise so much on efficiency since it should provide a fair idea of the users driving

behaviour indirectly and still protects the user's privacy.



Chapter 3: Methodology

For the research, a prototype system was built to implement and validate the concept of
privacy by design. Machine learning algorithms were tested with the data. The data was also

paused at different times to simulate the users stopping data flow, and the effects were studied.

3.1 Architectural Design

The standard three (3) layered loT architecture was used in this study. le.
e The IoT device layer - The client-side. This consists of sensors and actuators.
e The IoT gateway layer - The server-side. Operations on pre-processing and aggregation.
e The IoT platform layer - Connecting clients and operations as well as further

analysis.[9]

[oT architecture is also divided into four stages. These are; a. The sensor and actuator stage.
b. Data acquisition stage, c. Edge IT and d. Data Center and Cloud. The first two stages will be
done by the car On-Board Diagnostics (OBD II) system. The already existing car sensors will
be used, and the OBD system will capture the data and present it to a module that is attached to
the port. The module does some pre-processing on the data to aggregate and filter the data for
security purposes. That forms the IoT device layer. In this research, a car OBD simulator will
be used to manage cost and accessibility. The module then sends the aggregated data to the
mobile phone of the user via Bluetooth. This is the second layer which consists of the edge IT
stage. The App on the phone allows the user to visualise the data, know what data is being sent,

and control the flow of the data. The information is then sent to the data centre stage, which



falls in the IoT platform layer. This is where the machine learning algorithms work on the data
to calculate the driving score and behaviour category to be presented to the insurance company.

The research is done in 3 parts.

Simulating IoT system. This is the first stage of the study. This is where the OBD simulator
was used to generate the data, which was aggregated and sent to the phone. The phone's App
made it possible for the user to visualise the data, allow control, select what profile of data they
wanted to be sent or stopped the App totally. The internet was used to transfer the data to the
cloud for the machine learning algorithms and a final transfer of information to the insurance

company.

Sensor data selection and machine learning testing. The second stage of the research. At
this stage, the sensor data was divided into direct and indirect user-dependent data, respectively.
Several machine learning models were tested, and the correlation threshold was set to 0.98. A
supervised quantitative algorithm and a classification algorithm were chosen for the system
based on performance. IF the user allowed all the necessary data, the first algorithm was used,
but if the user did not allow the flow of some of the data, then the classification algorithm was

used to give a categorical sense of what the user driving metrics is.
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Figure 3. 1: Overview of the proposed system

Studying the effects of privacy implementation on the system. This is the third stage
of the research, where the efficiency of the system is tested and analysed. At this stage, we
checked the effects of the kind of sensor data that the system received to check its effects on
the model. The second part of the security, which is allowing users to control the data, is also
analysed, and the effects were documented. It is at this stage that we tested how much control

the user could have on the flow of data for the system to work.
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Figure 3. 2: High-level architectural design of the system

3.2 System Design

Mobile Application
The mobile application is in 2 versions. Version one (1) is without the privacy design,
and version two (2) is with the privacy design alongside a stripped-down version of the
functionality to basic requirements to serve as a proof of concept.
Version 1 has the following requirements, namely:
1. Retrieve vehicular data from the OBD simulator

2. Allow user to view the data being collected

10



3. Periodically send the data to a server
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Figure 3. 3: high-level architecture of mobile App (version 1)
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Version 2 provides the same requirements as version 1 but also allows the privacy

design that gives the user the opportunity to select and filter what data is collected and when it

can be collected.
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Figure 3. 4: high-level of architecture of mobile App (version 2)
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Driver Privacy Design

The data privacy design aspect is the main section of version 2 of the App. Its main
focus is to allow the user to filter and choose what data is sent to the cloud to allow them to
exercise their rights. Various methods were analysed, and the best one was chosen. The
application will have the functionality to allow the user to toggle radio buttons that will send

signals to the Arduino to block or interrupt the specified data from flowing.

Vehicle Data Publisher & Stream Publisher

The Vehicle data publisher is the aspect of the system that passes data from all users to
the cloud. It is designed to send the data to the MQTT server, which is a broker that allows
clients to subscribe to the data to get them in real-time. The vehicle data publisher is part of the
mobile application.

On the other hand, the stream publisher is a stand-alone server application that
subscribes to the MQTT broker and collects the data upon arrival and takes it to the Firebase

Realtime Database.

Driving Behaviour Analysis

The analysis of the driving style is the part of the system designed to analyse the data
being collected to determine the driving style. Labelled data will be collected from an
appropriate data source, and a machine learning model will be used to predict new data based
on the deep learning it does from the dataset.

The driving behaviour will also be analysed before, and after the introduction of privacy

by design to determine the effects the privacy aspect has on it.

12



Chapter 4: Experimental Setup and Implementation

4.1 Language, Tools and Technologies

The development of the system was separated into various tasks. The OBD module
simulator was created in python, and the data was sent to an ATmega2560. From there, data
sent to the phone via Bluetooth and to the cloud for analysis. A more detailed explanation of
the technology used is presented here:

e OBD Module
Languages- Arduino, Python
IDE- Arduino, Visual Studio Code
Hardware - ATmega2560, one breadboard, 1 Bluetooth module, three male to
female wires and two male to male wires
e Mobile App(v 1 & 2)
Languages — Arduino
IDE — Android studio
e Server
Languages — Python
IDE — Visual Studio Code
e Database
Languages — NoSQL
Engine — Firebase Realtime Database Engine
e Analysis
Languages- Python (Scikit learn library)
IDE — Jupyter Lab and Spyder (Anaconda environment)
e Dashboard
Languages — HTML, CSS, JS, PYTHON (bootstrap, jQuery, flask)
IDE — Visual Studio Code

13



4.2 Implementation

OBD Simulator (Arduino Module)

An OBD emulator was purchased from the Mac App store, but it lacked the necessary
documentation and tutorials needed for it to be used; hence a simple simulator was created in
python to send generated data to the Arduino module. The Arduino then sends the data every
10 seconds via Bluetooth to a paired mobile phone based on the command it receives from the

phone.

Figure 4. 1: Arduino module setup Figure 4. 2: Arduino module connected to
power

Mobile Application

The mobile app is implemented using Android SDK; the minimum SDK version to run
the App is Android API-level 27. The mobile phone that runs the App must have Bluetooth and
internet to execute the tasks. Version 1 of the app receives data from the OBD simulator and
displays it. It also sends the data periodically to the MQTT broker via the internet. Version 2 of
the application has a design that gives the user the ability to control the data that is collected

and sent over the network.

14
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MQTT Listening Server

The Stream publisher (listening server), in this case, is the server that is implemented.
Data from the phone is sent to an MQTT broker, and the server subscribes to the necessary
topic and listens for uploaded data. As soon as data is sent to the broker, it takes the data and
sends it to the firebase Realtime Database. It was created in python using the Pyrabase library

and MQTT library. Part of the code was obtained from GitHub [10] under the GNU General

15



Public License by the Free Software Foundation. The database is the online Realtime Database

from Firebase.

urllib.parse
queue import Queue, Empty

requests
firebase_adnin
paho.mgtt.client as mgtt
google.cauth2 import service_:
google.auth. transport. requests
default_app = firebase_admin.initializ
verbose
NOTHING_TO_DO,
FIREBASE_TIMEOUT
FIREBASE_MAX_RETRY
FIREBASE_BASE_URL
signal_handler(sic
debug(msg):
ed (key) :
process_firebase_messages( lqueve, st
on_connect (cl userdata, flags, r
on_disconnec en ta, r

serdata, ms

.ArgunentParser(descript : paylo sived f i

dd_argument (' i action="st

r.add_argument ('

r.add_argume:
parser.add_argument ('
parser,add_argument ('

parser.add_argument
h
~ parser.add_argument ("
h

parser.add

ignal(
args = parser.
verbose = args.verbose

ntials = args.firebaseApiki

Figure 4. 5: snippet from the stream publisher server code
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GD  https://obd-driving-data-default-rtdb.firebaseio.com/ o C")

obd-driving-data-default-rtdb

5 readings

S50

- AltitudeVariation: "'

- EngineCoolantTemperature: 22
-~ EngineLoad: 36.86274719

- EngineRPM: 885

-~ FuelConsumptionAverage: ""

- IntakeAirTemperature: 13

-~ LongitudinalAcceleration: -8.8477
-. ManifoldAbsolutePressure: 101
-~ MassAirFlow: 18.55600019

- ViehicleSpeedAverage: ""

- VehicleSpeedinstantaneous: ""
- VehicleSpeedVariance: ""

- VehicleSpeedVariation: ""

- VerticalAcceleration: 8.0236

- drivingStyle: "EvenPaceStyle"

- roadSurface: "UnevenCondition"

- traffic: "NormalCongestionCondition"

8-1

Q@ Database location: United States (us-centrall)

Figure 4. 6: snippet from the firebase database

Driver Profiling Platform
The profiling platform is made up of the machine learning model. It predicts a user to
be a safe driver or an aggressive driver and the probability of accuracy of the prediction. It uses

data such as the Engine Load, Vertical Acceleration etc., to perform the prediction.
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Implementation of Dashboard

The dashboard presents results for the Insurance companies as well as third-party
companies that want to use the system. It shows the efficiency of the model, provides a test
portal for people to test the system, shows data and driving predicted status from live cars, and
API calls from the insurance companies for the results of the subscribed users in the system.
The dashboard was implemented using python and the flask module. The machine learning
module is serialised using the pickle library, so the model is built only once. Anytime there is
an addition to the database, the data is retrieved from the firebase and goes through the
prediction process and shows up on the dashboard. HTML, CSS, and bootstrap were used for

the front end. ChartJS library was used in showing charts of the data on the dashboard.

drivingStyleMonitor Home Find Prediction View free client | Get api

DRIVER BEHAVIOUR S —a
PREDICTOR N

Using OBD information to determine \
driving styles |
This dashboard is for testing purposes. '\‘ /
When data is collected from the database, it is run through the

machine learning model and the results are shown below. This is to
study the resluts of the privacy-by-design on the product

Figure 4. 7: The dashboard in testing phase
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Find Instant Prediction

VehicleSpeedinstantaneous = VehicleSpeedAverage 2

VehicleSpeedVariance % EngineCoolantTemperature
EngineRPM 3 MassAirFlow

FuelConsumptionAverage

Figure 4. 8: The predictive test section

0 < 0 <
0 S 0 &
0 v

Safe mode of driving. Probability of aggresive(unsafe) driving is0.16

Figure 4. 9: The predictive test of the dashboard in testing phase
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View Client Lsive Predictions

predictedProba
0.93
0.68
0.78
0.78
0.97
0.83
0.57
093
0.84
0.7
0.81

NARA

predictedLabels
EvenPaceStyle
EvenPaceStyle
EvenPaceStyle
AggessiveStyle
EvenPaceStyle
EvenPaceStyle
EvenPaceStyle
EvenPaceStyle
AggessiveStyle
AggessiveStyle
AggessiveStyle

AnaessiveStvle

actualLabels
EvenPaceStyle
EvenPaceStyle
EvenPaceStyle
AggressiveStyle
EvenPaceStyle
EvenPaceStyle
EvenPaceStyle
EvenPaceStyle
AggressiveStyle
AggressiveStyle
AggressiveStyle

AnaressiveStvle

Figure 4. 10: free client predictions for driving style in testing phase.
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Chapter S: Results

5.1 Privacy by Design

Figures 5.1 and 5.2 shows the implementation of privacy by design in the mobile app
version 2. The App allows the user to turn off certain features he doesn't want to be collected
as well as the ability to not send any personal data. Two options were considered. I.e. allow the
data to come to the phone and, based on users preference, filter what goes to the cloud or the
second option, to allow the user to control what data comes to the phone via the Arduino module
by controlling it from the phone. The second option is the most secure, and that gives the user
the most security and privacy control over the data. The user toggles a button either on or off,
and the input is sent to the Arduino for the Arduino to prevent that data from coming in or

allowing it. This reduces the risk of unwanted data being sniffed along the way. It is designed

to occur even before the data is transmitted to the phone.

Figure 5. 1: snippet of code for toggle button to turn data 'off' or 'on'

writeToArduino(String input){
OutputStream outputStream
[1 bytes = input.getBytes()

outputStream = .getOutputStream()
(! ){

outputStream.write(bytes)

i (IOException e){
Log.e(

}

Figure 5. 2: snippet of code to send data to Arduino
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5.2 Performance and Accuracy

sokokokskskksokdk kKRR Rk Rk Kok oK
Test Result:

accuracy score: 0.9175

Classification Report:
precision recall fl-score support

[} : . ; 977
1 . . . 393

accuracy ; 1370
macro avg . . . 1370
weighted avg : . . 1370

Confusion Matrix:
[[917 601
[ 53 340]1]

ROC AUC: 0.9019

Figure 5. 3: The final machine learning report

To evaluate the accuracy of the system's predictive part, data[11] collected from the
Kaggle datasets about low-level parameters collected by the cars OBD II system through a
dongle since it would be expensive to drive around with cars to collect data and label it. The
dataset had 17 features and three labels; we used the driving behaviour label and, from feature
selection in the machine learning process, chose seven features to use in the prediction without
changing the parameters of the model except for the random state of the random classifier which
was set to 50. The scikit-learn random forest classifier was used in generating the model. It
generated an accuracy of 0.92 in the test data and a receiver operating characteristic (ROC) of
0.9. From the confusion matrix, it classified 917 as safe drivers who were accurate but 60 as
unsafe, which was wrong. It also classified 340 as risky driving patterns correctly and 53
incorrectly. This is a fairly good model, and because the data did not have as much data for
risky driving patterns as safe patterns, it was more accurate with safe drivers with an f1-score

of 0.94 for safe drivers, which is better than the f1-score of 0.86 for risky drivers.
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This result was obtained after tests were done on previously generated models and found
a case of overfitting, which was caused by a large percentage of the data being categorised as
safe driving. Another script was written to clean the data and create a sub-data with all the
aggressive behaviour and 40 per cent of all the safe driving data in order to reduce the skewness
of the data to reduce the effect on the machine learning model. This improved the previous

model greatly for us to arrive at the results that were attained.

5.3 Result Comparison

The results from the comparison were interesting. The study was done to examine how
removing certain features of the data would affect the model to emulate the user turning off
data on the phone and exercising his rights. All features for one test data was computed, and
the probability and prediction were recorded. Subsequently, each feature was removed, and the
data was passed through the model, and the results were calculated as well. This was repeated
for different scenarios until all data was removed and the empty set was passed through the
model.

The results showed that each time we removed a feature, the probability of safe driving
increased by a fraction and as we removed more data, the probability of safe driving kept on
getting better. When we turned off all the data, the probability was almost one (1), which means
the best form of safe driving. This was interpreted as the more data was removed, it meant the
car was either moving at a very slow pace or was stationary, and that model predicted correctly
that it was not risky driving. This meant that at the current stage, we could not rely on the model
for the implementation of the privacy-by-design until something was done. After brainstorming

and conducting further research, different ideas were considered, and four (4) seemed
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appropriate; therefore, another experiment will have to be conducted to implement them and

study their performance.

5.4 Further Studies
As stated earlier, the analysis of the results gave rise to different solution methods to

cater for the performance of the system, but they must be tested.

The first idea, which has the simplest implementation, was to generate more test data
by duplicating the current test data and strategically omitting features from it until most user
test scenarios have been covered and trained another model. The hypothesis is that, since it
would learn from data that has all features and the same data with some features, it will give a

more accurate prediction of the driving style when features are removed.

The second idea which must also be implemented and tested is to replace removed
features with previously recorded features for prediction until all the features are sent again.
The hypothesis is that, it would give a better prediction of driving since the removed features

will be replaced by the last best-recorded features of that same driver.

The third experiment that can be conducted is to allow different drivers to dive in
different ways, some safe, some aggressive and the data collected and analysed to be used to
form some form of'a benchmark such that when data is removed from the set entering the model,
the remaining data is run against the benchmark and deviation is calculated to determine what
category best fits that driving behaviour. The disadvantage is that this would be expensive to

conduct.
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Finally, one of the other ideas gotten from discussions was that when data is interrupted
by the user, we do not use the uninterrupted data coming through but the previous set with all
the data until all access is granted again. This is to only allow the model to work on fully

provided data.
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Chapter 6: Summary

6.1 Conclusion

With the emergence of [oT in Insurance, developing systems to retrieve vehicular data
and make informed decisions such as lower premiums and better driving styles are a few
advantages. In Usage-Based Insurance's current state, it is important that privacy by design is
introduced not only in Insurance [oT controlled Systems but in [oT in general. As the outcome
features of this project, we came to the conclusion that privacy by design methods can be
included in IoT controlled Insurance, and the current implementation does influence the

outcomes of the machine learning model.

The study proved that privacy by design could be implemented, and we did that at the
edge level of the system, ie. The Arduino and the phone privacy implementation. We also
studied the results on the predictive capabilities of the machine learning model based on the
effects of privacy by design. The current system does not perform efficiently when data is
interrupted; hence further study must be done to test the four (4) hypothesis to improve the

performance of the system.

6.2 Challenges

Quite a number of challenges were faced during this project. First, the OBD I ELM
Emulator purchased to be used with the Arduino did not come with documentation, and no
information was on their website providing steps as to how it can be used. As a solution, a log

file was created with test data and a python script to pass on data as an emulator.

26



Getting OBD labelled data for driving behaviour was another challenge. There are not
a lot of OBD collected data that has been labelled for driving behaviours.
The schedular library for android that allows background tasks only works with a minimum
schedule time of 15 minutes. Since the App was needed to send data more quickly, a thread was
created to send data after every 2 minutes as a solution causing the mobile application to

transmit data only when the App is opened.

6.3 Future Works

Currently, the OBD Arduino dongle does not interface with an actual OBD or simulator,
and test data is being sent via a log file. In future, a robust OBD Bluetooth dongle will be
implemented to interface with an actual OBD II system. The mobile Apps only allow data to
be transmitted when the App is opened, and it must be updated to allow it to transmit and receive
data even when it is working in the background. Version two of the App does not allow the user
to see graphs and performance indexes of how well they perform during trips, and this can be
included to allow them to assess themselves.

For the predictive module, a better solution can be generated to reduce errors in
predictions when the user controls the flow of data. The current solution is highly dependent on
data and does not work well with data interruptions. Four different ideas or experiments were
generated from the results to make this part of the project better. They must be implemented
and tested in order to prove that privacy by design does not affect the effectiveness of the
system. The ideas were;

1. The training of the machine learning model with duplicated partial data to cater for

interrupted data.
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2. Filling empty feature spaces with previous collected data about the same driver for
predictions.

3. Creating and using a benchmark with deviations to fit driving styles.

4. Using only fully accessed data for predictions.

They have been explained better in the chapter above.

Concerning the most important part of this project, the privacy by design, other design

methods can be tested to make it robust enough such that the accuracy and performance of the

system are not compromised.
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