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Abstract
The use of Unstructured Supplementary Service Data (USSD) applications in
conducting monetary transactions is an unsafe and slow means of payment. Research has shown
that USSD applications utilize outdated encryption techniques, which make it susceptible to
hackers during data transmission; they are unreliable and have long processes before payment
is conducted. This study aims to explore how Near Field Communication (NFC) technology
can be used to conduct payments. Comparing the two payment techniques, it asks: How does
NFC payment compare USSD payment and what advantages does one present over the other.
In this context, these payment methods are tested with Mobile Money, a mobile banking
platform.
Based on a review of literature on NFC and USSD as technologies and payment
techniques, a system was built to allow payments to be made via NFC technology. A survey
was then conducted to collect the duration of the already existing USSD payment and the NFC
payment. Analysis of the data collected showed that payment using NFC technology was
substantially faster than that of the USSD. The results indicate the efficiency of NFC over
USSD. On that basis, it is recommended that mobile money providers implement this form of
payment. Further improvements must be made to the system to improve it in terms of security
and user experience.
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Chapter 1: Introduction
1.1 Background
Transactions between consumers and suppliers have seen growth from the days of barter
(a system where commodities are exchanged) to the cash and the electronic money society we
are in today. Mobile money was first introduced to the Ghanaian market in 2009 and since then
has been one of the prime means of conducting transactions. In 2019, Ghana became the fastest
growing mobile money market in Africa [1]. This growth is primarily because most people
without bank accounts prefer to use mobile money to conduct most, if not all, of their
transactions. The process of operations, a USSD application, makes it easy for the average
Ghanaian to have access to funds directly and at their fingertips. Mobile banking has introduced
the concept of a cashless economy to the Ghanaian market.
A cashless economy is an economic system where transactions are done electronically,
through the use of credit cards, debit cards wallets, or other digital modes[2]. Countries such as
China that produced the first recognizable coins are now conducting payment using facial
recognition on their phones. The possibility of a cashless economy is made possible by the
convergence of the telecommunication, banking, and retail industries. There are many
advantages to living in a cashless economy, the elimination of middlemen, and a tool to fight
corruption are just but a few benefits to this system[3]. A cashless economy is within reach,
however for this economy to be productive, it requires security and efficiency, attributes that
USSD applications lack, but contactless payment technology possesses.
Contactless payment is a secure method for consumers to purchase products or services
using a debit card, credit, or smartcard – also known as chip card – by using Radio Frequency
Identification (RFID) or near-field communication (NFC) [4]. Both NFC and RFID
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technologies make use of radio waves to transfer data between the two devices. The difference
between these two technologies is the range of the signals. RFID covers a distance ranging from
inches to feet, while NFC covers a distance between millimeters and centimeters. Contactless
payment with NFC is a seamless process where the customer makes payments by either tapping
or getting their smartcard in proximity with the card reader. It is a fast and secure [5] medium
and has seen significant implementation in visa cards and popularity in the UK since 2014 [6].
1.2 Motivation
Ghana plans to eliminate paper from most services and transactions to become the most
digitalized economy in Africa. At the end of 2018, it was found that there were 456 million
unique mobile phone subscribers in Africa; this number is projected to reach 623 million by the
year 2025 [7]. Ghana already has different means of performing financial transactions
electronically; these systems rely on the use of biometrics or USSD applications, such is the
case with mobile money [8]. Implementing a different payment method allows consumers to
have a more straightforward and secure way of conducting transactions while promoting the
use of modern technology and a cashless economy. Using these systems allows the Ghanaian
people to have diversity in their conducting transactions.
The current generation is more abreast of rising technology available due to global
exposure. The contactless payment provides a new way of conducting transactions that will
make it easier for people to not only adopt new technology but also to offer a modern, safer,
and more secure form of using the mobile money service. Using this mode of transactions can
allow users to use applications and services provided by Apple and Google through ApplePay
and GoogleWallet.
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1.3 Problem Description
Mobile money has increased the overall number of transactions that occur within the
Ghanaian economy. This form of trade is common in retail shops, so are the use of systems
such as EcobankPay [9], which makes use of a QR code and the mobile app, both of which are
convenient ways of conducting transactions. A limitation of applications such as EcobankPay
is the target market; these applications are limited to smartphone users even though they provide
more secure payments relative to USSD applications. USSD applications provide access to both
feature phone and smartphone users, where it makes up for in accessibility it lacks in security,
thereby putting all users at risk of hacking. To improve the security of the mobile money
platform, service providers have created a web-based system and a mobile application to
accompany the USSD application.
Low security in USSD applications puts users at risk of being susceptible to breaches.
When dealing with finances, it is paramount that information moving in and out of the system
is secure to prevent interception and manipulation of data during transmission. If security
measures are breached, it affects the integrity of the data – data integrity refers to the reliability
and trustworthiness of data throughout its lifecycle [10]. In finance, sparse data integrity can
lead to massive losses for both the service provider and users. Users that have their payments
tampered with can lose a significant amount of money and will hold the service provider
accountable for not ensuring the safety of the system.
1.4 Project Overview
This project aims to explore a more secure and fast means of conducting payments on
the mobile money platform that will encompass both feature phone users and smartphone users.
This system should possess features that allow the checking of balance, the ability to pay
3

merchants using a smartphone or smartcard, provide notifications, register users unto the
system, get transaction history and connect with the mobile money API most importantly. This
system should meet the requirements of contactless payment, which means it should be easy to
use, secure, and fast to encourage the migration of users unto the platform.
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Chapter 2: Literature Review
Communication in society has seen many evolutions due to rising technology; the
introduction of the mobile handset has allowed people to communicate on a global scale. In
2007, the global number of mobile users reached 2.83 billion people, with 2.28 billion using
the Global Service for Mobile Communication (GSM) [11]. GSM has been identified to have
some security flaws. However, many operators in developing countries still use the traditional
GSM network [11]. There most significant flaws of GSM include vulnerability to the man-inthe-middle attack, flaws in the implementation of A3/A8 algorithms, – a validation process used
in a GSM network for authentication of the mobile user that is requesting service [12] –
vulnerability to the Denial of Service (DoS) attack and absence of integrity protection [11]. All
these security risks can be resolved using different measures, such as end-to-end encryption.
The introduction of GSM has sprouted services such as Unstructured Supplementary Services
Data (USSD), a real-time session-oriented technology used to provide mobile-based network
and banking services with or without internet using USSD codes over a GSM channel [13].
USSD applications are interactive menu-driven applications that are cheaper, faster, and better
than using SMS. USSD applications are platform-independent and require no software
download. They are usually preferred when creating applications for feature phone users.
Although USSD is a better alternative to SMS, it also possesses major security threats that can
be exploited. USSD uses numeric codes with * prefixes and # suffixes. USSD works over GSM,
the architecture for USSD is shown in figure 2.1.

5

Figure 2.1: USSD Architecture for banking services
Source: “USSD — Architecture analysis, security threats, issues and enhancements”
From figure 2.1, the mobile device connects to the cell tower or base station of the service
provider. It is forwarded to the mobile switching center (MSC) responsible for mobile
authentication, routing, and call forwarding. The MSC forwards the data to the visitor location
register (VLR), which contains dynamic details about subscriber information; the VLR
forwards the data to the Home location register that has subscriber details before requesting the
USSD gateway. USSD has some key benefits when it comes to storage, cost, implementation,
and platform dependency. However, there are security threats to USSD that include the ability
to tamper with request and response messages, the lack of end-to-end encryption, and the use
of security algorithms such as the A5 algorithm that can be broken [13].
Wireless technology is gradually replacing wired technology. Most smartphones
shipped out are equipped with different wireless technology. Smartphone users expect that their
single device can be used to access a variety of services, including communication,
entertainment, and commerce. This high demand has led to advancements in a variety of
wireless technologies such as Near-Field Communication (NFC), which has many applications,
6

including contactless payment, commonly known as NFC Payments. These payment methods
are being accepted by retailers in developed and developing countries, which have proven to be
a convenient payment method for customers. The concept of NFC is derived from Radio
Frequency Identification (RFID) and the concept of magnetic induction when two NFC-enabled
devices are in proximity. RFID is a form of wireless communication that makes use of radio
waves to track and identify objects. An RFID system consists of three components, an antenna,
a transceiver, and a transponder or a tag. A signal is transmitted from the antenna to the
transponder, which activates the transponder to respond. Any action with data triggers the
programmable logic controller, which performs the task as simple as opening the door or as
complex as performing a transaction. The reader emits a magnetic field generated by a small
electric current flowing through a coil, the client device turns the field into electric pulses for
communication of data, as shown in figure 2.2.

Figure 2.2: Magnetic induction diagram
Source: “NFC and NFC payments: A review”
In smartphones, the electric current going through the coil is generated by the battery sending
current through the NFC chip built into the phone. NFC is a wireless short-range
7

communication technology that covers about ten centimeters and generates a radio frequency
in 13.56MHz spectrum supporting data rates of 106 Kbps, 212 Kbps, and 424 Kbps. NFC has
two different ways of communicating: two-way communication, which involves devices that
are capable of reading and writing to each other, and one-way communication, where reading
and writing is done by a powered device. NFC can exist in any of the three modes at a time;
these modes are reader/writer modes, peer-to-peer mode, or card emulation mode. Card
emulation mode the NFC enabled device acts as an NFC card placing the device in a passive
communication mode suitable for payment. Like every wireless communication medium, there
exist standards that govern the functionality of the technology. NFC has three primary standards
namely ISO 14443 A/B, – a well-known standard was initially developed for contactless chip
card communication over a 13.56 MHz radio – Sony ‘FeliCa’, created by Sony and commonly
used in payment and transportation applications in Asia, and ISO/IEC 18092 that defines both
the active and passive communication modes of Near Field Communication Interface and
Protocol to realize a communication network using NFC devices. The NFC device architecture
consists of two integrated circuits in a mobile device, namely Secure Element, and NFC
interface. The NFC interface is composed of an NFC antenna, and an IC called the NFC
controller to enable transactions via NFC, as seen in figure 2.3.
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Figure 2.3: NFC device architecture
Source: “NFC and NFC payments: A review”
NFC utilizes the tap-to-pay technology where consumers can load their payment information
into their NFC-enabled smartphones. In NFC payment, two points of data are associated with
every transaction, RFID, and an encrypted password. The smartphone sends a radio signal with
a unique code to the retailer’s payment system, which sends the user transaction details. The
user enters a PIN to approve the specific transaction. When conducting a payment, the NFC
radio is restricted to one app on the phone and isolated from the operating system to protect
against viruses and hackers [14]. Figure 2.4 explains the flow of how NFC payments occur.
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Figure 2.4: NFC payment flow chart
Source: “NFC and NFC payments: A review”
There are different areas where contactless payment has been implemented, such as
transportation. An article by Noer et al. [15] sees the use of RFID technology to pay for
transportation services at a terminal. Chen et al. [16] create a payment system integrated with
the Citizen Digital Certificate. The difference in application areas does not affect the
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comparison of these two articles. In both articles, the security of the system is prioritized to
prevent system breaches and corruption of data. The articles present different modes of payment
system. Noer et al. prioritize the offline mode of the system, meaning more data is stored on
the card to ensure transaction execution at the terminal, while Chen et al. utilize the online mode
of the system, making requests back and forth within the system. Both systems are effective in
their tasks however one requires storing user’s encrypted information on the card which makes
it susceptible to misuse if stolen. However, storing all the information on the card makes for a
faster system because the terminal has access to all information in one tap. One contrast between
these two articles is the scenario, in transportation, a fixed price is being deducted at the
terminal. This allows the system to rely on speed and use of on-card storage. However, in
integrating the Citizen Digital Certificate with contactless payment, continuous security checks
must be made to ensure that the card holder is indeed making the transaction, at this stage the
user has to be authenticated.
User authentication in both systems is the second most crucial stage. The cardholder should be
able to prove their identity to the system as a form of confirmation, ensuring the transaction
goes through. Chen et al. make use of the manual mode of authentication which requires the
use of a Personal Identification Number (PIN) from the user, this may slow the process by a
few seconds or act as an inconvenience to the customer; however this manual check is relevant
for the system to confirm identity. In the transportation scene, two authentication keys are added
to the user information allowing the system to have access to information and validate
transactions without manual interference. This type of system is more convenient for customers.
Adopting the tap-and-go form of payment in a dynamic payment environment requires
additional information from the user to prove identification. Such data includes location, which
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can be used as a determining factor. Applications such as Apple Pay and Google Wallet use
this approach to create a tap-and-go environment; however, they also make use of the manual
PIN input to ensure the user when something unexpected is occurring, such as a substantial
payment [17]. There is no set standard on the implementation of a contactless payment system,
and it varies with the scenario. Contactless payment systems can be categorized as Touch and
Go, Touch and Confirm, Touch and Connect, or Touch and Explore. Chen et al.’s system is
within the Touch and Confirm category as it deals with varying amounts of money.
Per the research, it is recognized that contactless payment can be used in different areas where
payment is required for services. In the context of Mobile Money (Momo) in Ghana, the use of
USSD applications by telecommunications for finances puts users at risk. It jeopardizes the
integrity of the data coming into the system. The development of wireless technology has
opened the doorway to NFC payment, which can be used by retailers within the country. In
order to achieve this, the preferred payment category is that of the Tap and Confirm. A payment
system of this nature would be new to the Ghanaian market, making this prototype the first of
many implementations. The system should be able to authenticate and validate users before
ensuring a transaction. Though an offline system like the transportation payment system would
be preferable and faster, an online system would allow for a better initial implementation of the
system.
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Chapter 3: Design
3.1 System Design
The system is meant to interact with the user and the mobile money service provider,
allowing users to make requests to the provider. In order to do this, the system must be
connected to the Service provider. In designing the system, continuous interaction with the
service provider is implemented to ensure the success of every event. When a request is made,
the system processes the data and forwards that request to the Service provider. Based on the
feedback of the provider, a response is sent to the client should any additional information, such
as authorization, be required, the system requests it from the user, as seen in figure 3.1. This
design ensures that both the service provider and the system have the same data at every point
in time, thereby increasing the integrity of data.

Figure 3.1: High-level design of overall payment system
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3.1.1 System Flow
The system flow refers to how users and the system interact with each other and
conditions that affect the output. The flow of the system is represented in the flow chart diagram
in figure 3.2.

Figure 3.2: User Flow chart diagram
The flow diagram depicts a user can either request for payment or transfer money to a merchant
for providing a service, and depending on which path is taken, the user has a different flow in
the system. Without authorization by PIN or confirmation message, the transaction will end,
and the process will have to be restarted. In the case of payment, insufficient funds can trigger
the termination of the process.
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3.2 System Architecture
The system is a web-based system that has many features and components. The backend
of the system, which can be developed using a JavaScript framework, a Java framework, or a
Python framework. A frontend for the admin portal can be built using any of the JavaScript
frameworks such as React, Vue, or Angular. A microcontroller to perform the task of reading
card data during transactions and authorization for the transaction. A mobile application that
can be created using the native operating system language or by a framework. There are
different frameworks for mobile applications, some of which include Flutter, Ionic, and React
Native. A database is also required to store the user data. There are two categories of databases
SQL and NoSQL. Authentication services may be utilized when considering the security of the
system. The two main architecture designs will be client-server architecture and software
architecture.
3.2.1 Software Architecture
The software architecture depicts the various aspects of the system and the relationships
that exist between them. The system has an API that allows it to feed data from the database
and the mobile money service provider. The aspects of the system are broken down in the
diagram below.
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Figure 3.3 Software Architecture
Each component passes data to the system API, which returns relevant data needed by
the user. For example, the mobile application passes the user’s data on a specific transaction to
the System API, which connects to the Mobile Money API and performs the transaction
returning the output to the user. All relevant data concerning a user is stored in the database.
From figure 3.3, it can be observed that requests go through the System API for
processing before it is distributed to the other sections of the system. The third-party APIs used
will be accessed by the System API to complete specific actions such as mobile money-related
actions and messages that will provide notification of the transaction completion. The system
architecture shows the different parts of the system; however, it does not explain how the user
is going to interact with the system, and the client-server architecture seeks to highlight that.

16

3.2.2 Client-Server Architecture
The client-server architecture displays the user interaction with the system. The system
is hosted on a server and connected to the database. The Administrator and users interact with
the portal (Web App) and mobile application, respectively, to send requests to the server. The
server will connect to the third-party APIs and the database to retrieve information to be
displayed to the user.

Figure 3.4 Client-Server Architecture

3.3 Functional Requirements
The following functional requirements require implementation:
1. Registration
2. Authentication
3.

Perform transactions

These technical requirements each have their needs which are as follows:
1. Registration
17

a. Administrators should be able to register users unto the platform
b. Administrators should be able to activate user accounts
2. Authentication
a. Users should be able to log in to the system
b. Users should be able to validate transactions
3. Perform Transactions
a. Users should be able to conduct transactions using NFC card
b. Users should be able to conduct transactions using the mobile app
c. Users should be able to request receipts of past transactions
3.4 System Users
The system is designed for the average user of mobile money within the Ghanaian
market. However, mobile money is not used by consumers only; there are suppliers and
merchants involved in the mobile money ecosystem. Below are some significant roles that
directly interact with the system:
a. MTN: These users are the administrators of the system; they register end-users unto
the mobile money platform and will oversee distributing the smart cards that will
ensure contactless payment. They are also responsible for the distribution of
smartcard readers to merchants to ensure smooth and safe transactions. MTN is also
a significant user because its API is open-source, allowing the testing of the system
in its early stages.
b. Mobile money users: The users are registered on the platform to ensure the simple,
fast disbursement of money via mobile money. These users can be subdivided into
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two, merchants and regular. Merchants will have access to the card reader together
with the mobile app of users.
c. Developers: Developers should be able to integrate the system into any mobile
money distributor within the country.
3.4.1 Use Case Diagram
Below is a use case diagram of the system.
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Figure 3.5 Use case diagram
3.5 Non-Functional Requirements
Security: Sensitive data is going through the system; hence it is paramount to protect
the system from external attacks. This requirement is considered from the start to the
completion of the order. All data on the system will use POST requests to prevent easy access.
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Sensitive data per user will be encrypted before being saved on the database, and an
encryption module will be used so that there is no fixed pattern generated in the encryption
process that will make it easy to decipher. The system will implement two-factor verification
for first-time users of the app; this form of attestation will ensure that the user number is correct
and corresponds to the registered credentials in the database.
Performance and load-balancing: An increase in users comes to a need for balancing
the requests made on the server. Heroku is a cloud hosting platform that allows developers to
host applications on a server [18], it has an in-built load balancer that allows it to manage the
client requests made to the server in an instance or period. The system must be efficient and
handle all requests in quick time to provide the user with real-time response and be fast enough
to conduct the transactions.
3.6 Hardware Requirements
The system has minimal hardware involved, and the equipment should be capable of
communication via NFC. A microcontroller will be required to make the requests to the API
via the internet. The available options for microcontrollers include but are not exclusive to
Arduino and Raspberry Pi. Comparatively, the raspberry pi serves as a better option due to its
overall performance and memory capability; however, the Atmega chip is not a bad option for
creating a cost-effective solution. An additional criterion to be considered was connectivity.
The raspberry pi has an in-built Wireless Fidelity (Wi-Fi) card. At the same time, the Atmega
chip, however, will require a Global System for Mobile communication (GSM) or an ethernet
module to allow connectivity. The Pugh matrix below shows the factors considered and the
weight associated with each.

21

Table 3.1: Pugh Matrix
Criteria

Weight

Raspberry Pi

ATMEGA

Cost

Arduino
(Baseline)
0

2

-1

+1

Size

0

1

+1

0

Ease of Use

0

3

+1

-1

Performance

0

4

+1

0

Speed

0

5

+1

+1

+3

+1

Total

The hardware components include the following:
•

Raspberry Pi

Figure 3.6.1 Raspberry Pi 3b
•

PN532 NFC NXP RFID Module
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Figure 3.6.2 PN532 NFC module
•

NFC smart card

Figure 3.6.3 PVC NFC card
The NFC sensor used is the Pn532 module, which has a range of about 2 -7 cm. The range of
the sensor means proximity is required for the card details are read. Modern smartphones have
NFC modules built into them, making it easier to operate on this hardware via mobile apps. The
smart card has a specific set of hexadecimal characters it transmits when in proximity to the
reader; this allows each user’s card to be mapped to their profile on the platform. During the
registration process, a user’s card identification number will be mapped to their account and
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stored in the database, allowing queries to be made when the card is scanned. The card reader
given to merchants will have read-only ability to ensure that no card is overwritten during the
transaction process.
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Chapter 4: Implementation
The chapter describes the implementation of the system with regards to the languages
of choice used on the backend, frontend, mobile app and card reader programming of the
system, the frameworks, and the database used to store user data. The mechanisms and tools
used to ensure usability and security will also be described in the chapter.
4.1 Overview
The primary language used for developing the backend is JavaScript using ExpressJs in
tandem with NodeJs, which is a runtime environment. The language used for the frontend is the
Cascading Style Sheet (CSS), Hyper-Text Markup Language (HTML) and JavaScript (Js). The
framework used for the frontend portal is a JavaScript-based User Interface (UI) framework
called ReactJS; this framework will be used together with a bootstrap framework. The mobile
app will is built using a google developed cross-platform framework, Flutter, which is
programmed in Dart. The database of choice is MongoDB for its flexibility in development and
non-relational features. The microcontroller will be programmed using Python, which is the
language of the raspberry pi. The tools used during the development process are Visual Studio
Code, Postman, GitHub, and command line.
4.2 Backend Development
4.2.1 Programming Language – JavaScript ExpressJS
Express is a fast, minimalistic web framework for NodeJs. The minimalistic nature of
Express allows the creation of REST APIs with full flexibility while utilizing minimum server
space [19]. Express gives the developer full control of the system allowing the use of different
dependencies such as MongoDB or MySQL and others. Express relies on the development
environment, NodeJs, to provide the server as well as a debugger for the framework. Express
25

was chosen to allow uniformity across both ends of the web app and the excellent support
community it possesses. The backend is responsible for processing and storing information
input into the system from the frontend into the database, MongoDB, and vice versa. The system
will notify users of the status of their transactions via SMS. Twilio is a third-party messaging
service/platform that allows the developer to engage with customers on any channel – from text
messages to emails, phone calls to video, intelligent chatbots, and back [20]. For the project,
only text messages will be utilized. Administrators are verified on the system at two levels,
user-level and server level. The backend verifies a user’s access and capabilities via a JSON
web token – a JSON web token is an open standard that defines a compact and self-contained
way for securely transmitting information between parties as a JSON object. This information
can be verified and trusted because it is digitally signed [21].
4.2.2 API Structure
The application programmable interface (API) structure used in the development of the
system is generated using the express-generator, which can be called in the command line. This
enables the entire project to be broken down into subsystems and communicate with each other,
forming the complete platform. Express’ template provides simplicity and modularity in the
development process; these subsystems can be called by making requests to them, thereby
calling their functionality into play. An example of the structure can be found below.
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Figure 4.1: Structure of Express API
Figure 4.1 displays the assembly of folders and their respective files. app.js is the core
of the template; this is where all function calls are made to all subsystems or modules. The
functions or requests of the different user roles are separated and can be found in the routes
folder and makes debugging much more straightforward because the codebase is structured.
Although template comes with several folders, not all these folders will be used, for this system,
the functions will be held in the route, and all rendering of webpages will be done independently
of the API.
4.3 Frontend Development
4.3.1 Administrator Portal
The Administrator portal is one of the vital facets of the system. This is where the service
provider registers users unto the system and can monitor transactions, users, and daily statistics
27

via the system. Due to its relevance, this interface should be simple enough to operate by
employees; it should have graphs and data tables to structure the information appropriately. Per
the requirements of the portal, the frontend is developed using a JavaScript framework.
Different open-source JavaScript-based frameworks could be used, Angular, Vue, or React,
however for the portal, React will be used. React was chosen for its lightweight in terms of
server space because it is a JavaScript library for building user interfaces meaning unused
functionality is not incorporated and its component-based structure. React is component-based,
encapsulated components are built and manage their state, components can be combined to
form complex interfaces [22]. User authentication is handled using Auth0, upon authorization,
a valid access token with an expiry will be generated and passed to the backend to prove
accessibility. In creating the Administrator portal, I could either develop the entire structure
from the ground up or use a template and mold it to my need, of which the template was
preferred. The template of choice was the Creative-Tim Argon dashboard template, a userfriendly, open-source design system based on Bootstrap 4 and is licensed under MIT License
[23]. The template comes with login and register pages, a dashboard with graphs and data tables,
which display data in an organized table with added functionality such as querying, deletion,
and updating. This is important because it allows easy manipulation of the data in the database
by the user.
4.3.1.1 Template Customizations
The frontend is developed using a framework; hence it is not rendered from the server.
To acquire data from the backend, HyperText Transfer Protocol (HTTP) requests must be made,
and the response is rendered. As such, the template only needs customization in the content
displayed. Due to the component-based nature of React, code is not repeated because the
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component can be used and reused. The template comes with two layouts, the Administrator
layout, and the authentication layout. These layouts are the encapsulating components of the
template, the Administrator layout, for example, encompasses the header, footer, and sidebar,
as shown in Figure 4.2. Figure 4.3 shows how the layout is used when rendering pages. The
layout being rendered is dependent on the route path and defaults to the login page when loaded.
Every page loaded appears in the body of the layout meaning only the content changing will
change instead of the whole page being loaded, thereby reacting relatively fast.

Figure 4.2: Admin.js showing the layout of the template
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Figure 4.3: main.js showing how the layout is selected and rendered
4.3.2 Mobile Application
End-users of the system will have two main ways of interaction, using the NFC enabled
cards or a mobile device with NFC capabilities. The mobile application will be built using a
cross-platform framework. A cross-platform framework is a better option because it allows a
single codebase to run on the different mobile operating systems, iOS and Android, thereby
reducing the amount of time spent developing the app and allowing deployment for both
operating systems at the same time. There are different frameworks, each with their unique way
of building and deploying the application; these include React Native, Ionic, and Flutter; out of
the options, Flutter was the preferred choice. Flutter is Google’s User Interface (UI) toolkit for
building beautiful, natively compiled (dart programming language allows the operating system
to compile the source code into code that is executable by the operating system) applications
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on mobile, web and desktop from a single codebase [24]. Flutter has fast development,
expressive and flexible UI coupled with native performance, making it faster than the other
frameworks. The development process allows developers to build on a device or emulator to
give a hands-on experience of the application. The application will be used to provide the users
with information on their account and allow them to perform transactions, and this is made
possible by scanning the card, which will request the data from the database for that account.
All user authentication and verifications will be done in-app using third-party services, such as
Firebase authentication. The application will be created from the ground up because there is no
template available for mobile applications. The application is structured in folders that separate
the image files from the pages and other relevant files. Communication between the application
and the backend will be done using HTTP requests.
4.4 Database Development
4.4.1 Mongo Database
MongoDB is a general-purpose, document-based, distributed database built for modern
application developers and the cloud era. This means data is stored in JavaScript Object
Notation-like (JSON) documents. The nature of the structure makes it more expressive and
more powerful than the traditional row/column model. Mongo provides a powerful query
language, queries are in JSON format, making them composable. The advantages of using a
database with this structure include the ability to promote agile development and the ease of
manipulating the data in the database. MongoDB has simple ways of performing CRUD (create,
read, update, and delete) operations that are developer friendly. Node has a driver that allows it
to connect to MongoDB, either running locally or on a server. In the developmental stages of
the project, the database is run locally using the command line, as shown in Figure 4.4. Figure
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4.5 shows how data is structured in the database (collections and documents) using a graphical
user interface (GUI), Mongo Compass. Figure 4.6 shows the data structure of the database
showing the simplicity and flexibility of the database.

Figure 4.4: local MongoDB server running in the command line

Figure 4.5: Structure of collections in MongoDB
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Figure 4.6: structure of data in a document
The above figure shows that data has been encrypted to ensure the security of the system; this
meets the non-functional requirement of the system. MongoDB, although non-relational, allows
for relationships to exist between tables; an example is the requests key in Figure 4.6, which
holds an array of objects containing the unique ids for request in another document. Auxiliary
functions were created to simplify the manipulation of data when interacting with the database,
and these functions are then called when a specific route is hit. Figures 4.7 and 4.8 show the
functions created in order to increase efficiency and reduce duplicate code.
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Figure 4.7: Saving and Updating documents

Figure 4.8: Finding documents
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4.5 Card Reader Programming
The programming of the card reader is one of the crucial components of the project. The
card reader uses a sensor that runs on a Raspberry Pi model 3B. The script to read and write the
content of the card is written in Python programming language, which is the official language
of the pi. The card reader is used in two scenarios; these scenarios need to be prepared for; these
scenarios are: (1) when the Administrator is registering a user, and (2) when a user is making
payment. In the first scenario, the card reader reads the card data and sends it to the frontend to
be added to the user data stored in the database. The data will be transmitted through HTTP
requests and will be in a read-only input field to prevent the Administrator from overwriting
the content. The second scenario requires the read content to be sent to the API to perform the
payment transaction. After the card details are read, the reader will request authorization via a
Personal Identification Number (PIN) before sending the data to the backend API to perform
the transaction for the user, and this simplifies the payment process.
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4.6 Screenshots

Figure 4.9.1: Homepage of the mobile app
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Figure 4.9.2: User Payment request page
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Figure 4.9.3: Login page of the Administrator portal

Figure 4.9.4: Dashboard of the Administrator portal
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Chapter 5: Testing and Results
In software development, testing of the system is as necessary as its creation. It is useful
in assessing the different facets of the system, finding flaws and bugs in the system, and
resolving those flaws. The testing of this system was categorized into two, the system tests and
the user tests.
5.1 System Testing
The system test can involve testing the functionality of the system independent of the
user. The conventional means of testing systems are unit tests, feature tests, and full
functionality tests.
5.1.1 Unit Tests
Unit tests involve the testing of individual components of a software. In this test, only
vital components that are the bedrock of the system were tested. The authentication of the
system, albeit a vital component, was not tested using this kind of test because it was being
done by a third-party service. Registering a new user unto the platform, activating the account,
having access to all registered parties, and a user having access to his/her account via the mobile
application are some of the vital components to be tested in the system.
In order to perform unit tests in Express, a library known as Jest was added to the project, and
a script file was written in order to test specific routes. A new database was created to allow the
test to deposit and retrieve the dummy information without affecting the final database. The
format of the test file can be seen in Figure 5.1.
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Figure 5.1: Unit testing in ExpressJS
In the package.json file, I configured and set a script command to execute Jest when
called. In the routes.test.js file, the function tests the adding of a user to the database with the
data seen. Upon the first attempt, the test should succeed and, when tried again, should fail
because the user already exists in the database. The results of the test can be seen below:

Figure 5.2: successful unit test to register user
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Figure 5.3: failed unit test because the number was registered
The other routes of the system are tested in the same fashion.
5.1.2 Feature Testing
Upon completing unit tests of the routes/subsystems came the testing of the features
from the user point of view. This involved testing the features available in the Administrator
Portal and mobile application to ensure the right flow of data and user interactions were
occurring. Testing included features like login and registering a card on the application. The
mobile application should trigger the phone to activate the NFC sensor when trying to add a
card to, and this should resemble that of Figure 5.4. The feature tested in the Administrator
portal was the registering of a user unto the platform; this is the first and most crucial stage of
the user journey in the system. Figures 5.5.1 and 5.5.2 show the view of a user being added to
the system and the data requested, respectively. Upon success, the user will be added to the list
of registered users. The other features were tested accordingly.
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Figure 5.4: application requesting to scan card
Source: “www.apple.com/support”

Figure 5.5.1: Administrator view of registered users
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Figure 5.5.2: User registration form on the Administrator portal
5.1.3 User Testing
User testing involves a user simulating the entire process of the system with me as the
Administrator. To conduct this test, the user had to be present when I was testing because the
entire system depended on the custom card reader built, thereby making it challenging to
conduct remote tests. The development version of the app was installed on the phone because
hosting it would require getting certification from the application stores. This form of testing
was impeded due to the presence of the global pandemic, COVID-19; however, a survey was
conducted to attain the duration of conducting a transaction using USSD against the NFC
enabled transaction. The data derived will aid the validation of the project’s premise. Out of the
54 responses received it was found that 83% (45) of users had mobile money accounts already
registered providing a basis for this project and increasing the chances of the system being
implemented, Figure 5.6 shows a graph of the distributions of registered accounts (blue) and
unregistered (orange).
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Figure 5.6: Graph of mobile money users
In testing the solution derived against the current system, the time taken to complete that process
and not the entire transaction process because the solution is not live; hence a lag would alter
the results. When analyzing the data, the One-Way ANOVA test was used with the null
hypothesis that the mean of the two processes is equal. The significance level used was 5%.
Figure 5.7 shows the results of the ANOVA test, and the values used can be found in the
appendix; the p-value shown is less than the significance level, thereby disproving the null
hypothesis. When proving the better solution, the average values were compared, and the
average time for the solution was seen to be significantly less, thereby justifying the system is
a better alternative.

Figure 5.6: ANOVA test results
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Chapter 6: Conclusions and Future Work
The purpose of this project was to implement a more efficient and secure means of
conducting transactions with mobile money in Ghana. The system was broken down into three
different parts, the user app, the portal, and the card reader. The functionalities of the portal
include registering and activating user accounts and getting user, transactional, and statistical
data of the system. The user app allows users to login, conduct transactions, and view details
of the account. The card reader reads cards using a sensor and transmits the information to the
system for processing.
6.1 Conclusion
USSD applications provide mobile banking service providers with an offline payment
system that allows them to reach users in remote areas. USSD has many benefits and
weaknesses. The major weakness of USSD applications is security issues. The security issues
recognized in these applications pose a threat to the integrity of data, which may lead to loss of
trust and money. NFC payment provides a more secure and fast means of payment. In creating
an NFC payment system, an online model was opted for with continuous interaction with the
service provider. In developing the system, the main objectives were achieved, the system could
register and activate user accounts, users could request for transactions and conduct payments
via NFC cards and mobile applications, and security measures implemented worked as
expected. Some additional features were not implemented due to the priority assigned to them;
this includes transaction history for users and generating reports by the Administrator. These
features were not implemented because they do not affect the main objective of the system,
which is to create a system that is a fast and secure payment system that can be used as a
potential substitute to the USSD applications. Analysis of both systems proved that NFC
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payment is faster than USSD payment, and applying current encryption algorithms ensures the
safety and security of the system.
6.2 Challenges
Creating a project of this magnitude and intent usually takes a team of developers to
complete with significant backing. Across the span of the project, I encountered several
challenges that stalled the development and design process, thereby requiring critical thinking
and the application of skills acquired during my time at Ashesi University.
The first challenge I faced was in the design phase. As stated, it takes a team of
developers to complete a product of this nature; as a result, in designing the product, I had to
consider the relevant features that would allow the idea behind the product to cut across without
underlying the importance of certain features. I had to apply knowledge in areas of computerhuman interaction to ensure the best possible user experience for the product. When designing
the target market had to be considered in the process as if they refused to use the system, then
it was of no use to the public. With the users being the priority, different services had to be
employed to facilitate better user experience.
The second challenge faced dealt with third party services and platforms to use.
Numerous third-party services perform the same task, and deciding on one proved a challenge.
All third party services have documentation and different ways of integrating it with a system,
and they had different subscriptions that needed to be factored in the designing of the system. I
spent a good number of weeks deciding which services to use without incurring much cost. I
had to watch video tutorials and consult with developers to help me in the decision and
development process. Some of the third party services were designed to produce dummy results,
and this created some challenges to the system as it affected the output being delivered to users.
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Finally, the most significant challenge faced was due to the global pandemic, COVID19. The pandemic caused the closure of the Chinese market first and resulted in the components
ordered being significantly delayed. Although many components were not required for the
project, they were essential to the system, getting these components were of high priority. The
pandemic also affected the user testing of the system in its entirety; accurate feedback could
not be derived because users had to remain in self-isolation during this period, and I required
them to be present in order to conduct the full test.
6.3 Future Work
The product is far from complete and requires more features to ensure sustainability and
longevity.
Firstly, getting access to all mobile money service providers is vital to the promotion of
the product; the current system is managing with the MTN MoMo API, which limits and slows
down the capability of the system. Collaboration with service providers allows expansion across
all mobile money users.
Secondly, a more budget efficient model of the card reader should be designed and
manufactured to allow widespread use of the product.
Thirdly, the mobile app should incorporate multiple card assignments, meaning multiple
cards can be assigned to one user and allow users to view past transactions.
Fourthly, extra features such as monthly reports could be added to the portal to make it
easier for telecommunication companies to compare results.
Finally, an offline version of the system should be created to allow transactions in
remote locations where merchants lack a means of linking to the payment system in real-time.
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Appendix

Appendix A: Survey data
NFC

(USSD)
1
5
2
3
4
1
2
4
5
1
6
2
3
5
2
6
2
3
1
3
3
5
5
2
3
1
4
2
5
2
1
4
2
4
2
1

60
55
40
60
60
45
50
50
50
40
120
180
120
100
45
62
55
180
55
70
120
50
64
180
60
50
45
90
64
100
50
50
64
120
90
60
50

5
2
1
2
1
1
1
3
1

120
60
180
50
50
64
60
60
60
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